EC-Council Certified Incident Handler Exam 212-89
Cloud Security Incident Report Template

Cloud Security Incident Report

This form must be submitted as soon as possible after the detection of a cloud security incident.
All items completed should be based on information that is currently available. This form may be
updated and modified if necessary.

Note: Prior to building a cloud incident report, Section 1 and Section 2 must be filled with
required details.

Section 1: Details of the Organization

Organization Name:

Contact Number:

Website:

Address:

Additional Contact Information:

Section 2: Details of the Incident Responder

Date Report Received: Date Report Processing Began:
Name: Report Number:
Title: Department:

Email Address:

Phone Number and, If Applicable, Extension:

Section 3: Cloud Service Model

O 1aas O Paas O saas O Others, if specify:
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Section 4: Cloud Service Provider

O AwWS O Microsoft Azure O Gcep O Others, if specify:

Cloud Incident Report

Source

O Network O Runtime

O Storage O Data

O Servers O Application

O Virtualization O Access Control
O oS O Others, Specify:
O Middleware

Attack(s) experienced:

Services and components impacted:

Who is responsible for the security incident(s) (CSP/CC)?

Note: Refer to the “Incident Handling Responsibilities in Cloud” table given below.
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Detection technique used:

Tools used:

Results obtained:

Status:
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Incident Handling Responsibility
Resource
laaS PaaS | SaaS IDaaS | SECaaS Caas FaaS
Networking CSP CSP CSP CSP CSpP CSP CSP
Storage CSP CSpP CSP CSP CSpP CSP CSP
Servers CSP CSP CSp CSp CSP CSP CSp
Virtualization CSP CSP CSp CSp CSP CSP CSp
(0N cC CSP CSp CSp CSP CSP CSp
Middleware CcC CSP CSp Csp CSP CSP Csp
Runtime CcC CSP CSp Csp CSP CC Csp
Data CcC CcC CSp CSp CC CC CcC
Application CcC cC CSpP CSpP CcC CcC CcC
Access Control cC CC CcC cC CcC cc CcC
Security Csp CSP CSp CSp CSP CSP CSpP

Page | 4

EC-Council Certified Incident Handler Copyright © by EG-Council

All Rights Reserved. Reproduction Is Strictly Prohibited.




	Cloud Security Incident Report
	Section 1: Details of the Organization
	Section 2: Details of the Incident Responder
	Section 3: Cloud Service Model
	Section 4: Cloud Service Provider
	Cloud Incident Report


